R-Vision SIEM

CoBpeMeHHasa SIEM ang AMHaMnuHO pa3BUBaIOLLMXCA
MHOPaCTPYKTYP

R-Vision Security Information and Event Management




R-Vision SIEM (Security Information and Event Management) - 0VH 13 K/IIOUEBbIX KOMMOHEHTOB CUCTEMBI
MHPOPMaLIMOHHOW 6e30MacHOCTH B OpraHmM3aLmnn, OTBEUaIoLWLMI 38 MOHUTOPUHI MHOPACTPYKTYpPbI, CBOEBPE-
MEHHOE BbiiBNIEHME MHLIMOEHTOB M KMB6epyrpos, nx paccnenosaHue n pearvposaHue. R-Vision SIEM
CNpoeKTMpoBaHa ana 6ecrnepebornHom paboTbl B CNOXHbIX, BbICTPO Pa3BNBAIOWUXCH U BbICOKOHArPYXEHHbIX

MHPPaCTPYKTypax.

LleHTpann3oBaHHbIN CO60pP 1 ynpaBieHne NoTokamm
cobbiTui (Log Management)

HenpepbiBHbIN MOHUTOPUHI MHGPACTPYKTYPbI
1 KOHTPO/b U3MEHEHUI

BbiaBneHe MHUMAEHTOB U KN6epyrpo3 B pexnme
pearnbHOro BpeEMeHH

[NonyueHne KOHTEKCTa, paccnegoBaHue
npearnpoBaHune

500k EPS

[lepXXvM BbICOKYIO Harpyaky

PacrnpenenéHHas
Koppensumsa

200+ NCTOYHUKOB

Ona nHPpacTpyKTyp ypOBHSA
Enterprise

BbIHOCHOW KONMNekTop

Multitenancy

KoHTpOsb NCMoOMb30BaHWsA pecypcoB
n3 nHTepoemnca

Huskune annapaTHble

TpeboBaHuA

MoooepxunsaeT 60/bWNHCTBO 5000 EPS:

N3BECTHbIX MICTOUHMKOB CPU—-16 CPU  Storage —10T6
RAM — 2476 90 oHen xpaHeHua

UHCTpYMEHTDI
ana npodeccrnoHanos

600+ npaBunn «M3 KOPOBKM»

78% nokpbiTne MITRE ATT&CK
KoHCTpyKTOpP Mpasusi
OkcnepTtusa «Kak koa» (as Code)

Ceptuopukar
PCTIK Poccum

N2 4888 071 10.12.2024,
Ccpok adenctena-10.12.2029.
Tpeb6oBaHus nosepus (4), TY
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C6op u ynpasneHue %
NOTOKaMm cobbiTnn

= KoHBenep 06paboTku - eanHaa Touka
OOCTyna K MUHCTpyMeHTaM cbopa
1 06paboTkM CObbLITUN

= BuayanbHoe yrpasnieHue NoTOKOM COBbITUM

= BbicTpoe noakntoueHne HoBbIX NCTOUHMKOB
nHPopMaLum

= YHuBepcanbHaa Moae b AaHHbIX
C BO3MOXHOCTbIO BbICTPOr0 paclumpeHus

= BO3MOXHOCTb CO3aaHUA
Monb30BaTENbCKON MOAENN AAaHHbIX

AHann3 gaHHbIX U NOUCK

= [lncrneTtyep 3anpocoB v A3biK nomncka RQL
» CoxpaHeHwue 3anpocoB 1 HaCTpoeK TabnuL,

= ATpUBYTHBIN KOHTPOSb AOCTYMa K AaHHbIM
€ nomoLbio ABAC-nonnTmnk

= PacwupeHHaa cTatncTmka n bbiICTpble
dunbTpbl And 3dbekTMBHOM paboThl
C daHHbIMK

BoiaBneHue MnHUMAEHTOB
N

= PaboTa c cobbiTuamm Vb B pexxmme
peasnibHOro BpeMeHu

= [lpenHacTpoeHHas aKcrnepTr3a
ON8 BbICTPOro ctapTa paboThbl «U3 KOPOOKM»

= [lakeTbl a3KCNepTN3bl C HABopPaMu Npasun
KOppenaLmm n HopManm3aumnm

= PerynapHoe obHoBNeHWe NakeToB
3KCMepTU3bl KOMaHOOM UCCNenoBaTenem
R-Vision

M6KK noaxoa K XxpaHeHuio

" I‘Iouuep»(Ka HECKOJIbKNX BapnaHTOB XpPaHWU/TALL

* YnpasneHue rnybuHon XpaHeHnsa cobbiTUN
1 3KOHOMWA PECYPCOB

* BbinonHenne TpeboBaHWKM 3akoHOAATENLCTBA

» KOHTPO/Ib Harpy3ku Ha MHPPacTPyKTypy

[leTeKTUpOBaHWe MHUMAGHTOB |||
no60Kr CNOXXHOCTH

= KOHCTPYKTOpP NpaBwni C UHTYUTUBHO
NOHATHbLIM Ul

. PeuaKTop OnA HarnnnMcaHnA Koaa

« oacsBeTka CMHTaKCKCa, MOACKa3KMY,
TECTUPOBaHWeE, BEPCHOHMPOBaHWE

» Bcq akcnepTtnsa npeacrasieHa
Kak KoA Ona rmbkom HaCTPOMKM

ApxuTtekTtypa R-Vision SIEM

CoBpeMeHHasa MUKpOCepBUCHas apXUTEKTYpa
R-Vision SIEM ¢ rny6okon nHTerpaumen

B Kubernetes no3sondeT ynpasnaTb pecypcamu
N apPXUTEKTYPOM CUCTEMBI MPAMO N3 MHTEpPdenca.
3TO yCKOPSET BHECEHWE N3MEHEHNN,
obecneunBaeT NOBTOPHOE MCMO/b30BaHNe
pecypcoB, MacLITabnpyeMoCTb,
OTKa30yCTONUMBOCTb 1 HabIIOOAEMOCTb.

Buayanusauua

* LWabnoHbl fawbéopaos M BUAXETOB

" AHanuTMKa No aKTUBHBLIM CMMCKaM

R-Vision UEBA pacluuvpseT Bo3MOXHOCTU R-Vision SIEM, M03B0/145 BbIABAATb HEU3BECTHbIE aTaKM

1 CKPbITbIE YrPO3bl, BKIKOUAS MHCANAEPOB.

Mcnonb3oBaHWe CUCTEMBI B CBA3KE C MN1aTGopMomn aHannsa MHdopMaLmmn o KMbepyrpo3ax
R-Vision TIP no3sonsaeT oboratiatb CobbITUA AaHHbIMW 06 MHAMKATOPaX KOMMPOMETaLLUN.

TecHaqa nHTerpaumsa ¢ R-Vision SOAR o6ecrneunBaeT 6bICTPOE pearMpoBaHne Ha BbifBNEeHHble
WHLWOEHTHI, a TakXe 0bMeH AaHHbIMU 06 nHumaeHTax ¢ HKLIKW ¢ noMoLLbio BCTPOEHHOrO MOAY 14

[ocCOIlKA.




R-Vision

R-Vision - pa3paboTunk cnuctem umdposmsaumm n knbepbesonacHoctn. C 2011 roaa koMnaHus
CO30aeT TEexXHOMNOruu, KOTOopble MOMOraloT oOpraHu3aunaM 3QPeKTUBHO MPOTUBOCTOATb
Knbepyrposam, noaaepxmsatb HaAEXHOCTb NT-MHOPaCTPYKTypbl 1 obecneunsaTth LIMGPOBYIO
TpaHcdopMaumo. TexHonorum R-Vision NCNonb3ytoTca B KPpYnHENWMX 6aHKkax, rocy0apCTBEH-
HbIX OpraHn3aumsax, HepTerasoBon OTPaACNN, IHEPreTUKE, MEeTanypruu, NMpPOMbILLIEHHOCTH
N KOMMNaHUAX OpYyrmux oTpacnewn.

& rvision.ru t.me/rvision_pro

< sales@rvision.ru (w) vk.ru/rvision_ru

[] +7(499)7558570 () youtube.com/@rvision_ru

rvision.ru

EanHaa nnatdpopma R-Vision EVO

[NpoaykTbl R-Vision pa3paboTaHbl Ha OCHOBE e ANHON
nnatdopmbl. ObLLaa TexHonornyeckasa basa obecneunsaet
6ecLoBHYI0 MHTerpaumio Vb n UT-npoayKTos, Mo3sonas
BbICTPanBaTh MPOLLECChI, MPW KOTOPbIX aBTOMaTU3aLus
Bu3Heca n knbepbe3onacHOCTb PpaboTaloT Kak eAnHOE LLenoe.

Coo6uwecTtBo R-Vision SIEM

MoanucbiBanTeCh Ha coobliecTso R-Vision SIEM B Telegram:
30€eCb Mbl A€NMMCA HOBOCTAMM U MONE3HbIMM MaTepuanamu,
OTBEUaeM Ha BOMpOCh! N pa3bupaeM NpakTUUecKme Kenchbl.

t.me/rvision
siem_community



