R-Vision TDP

NMnTauma NT-nHOPaCTpYKTYypbl ANA 0OBHapykeHUa KnbepaTak

R-Vision Threat Deception Platform




R-Vision TDP (Threat Deception Platform) - koMnnekc TexHONorni LndpPOBON UMUTALLUM SNIEMEHTOB
NT-nHPpacTpyKTypbl 4519 PaHHEro 06HapYXeHWA 1 NpeaoTBpaLleHna knbepaTtak. C noMoLLbio Habopa
nosyLuek 1 npuMaHok R-Vision TDP aeTekTupyeT NpucyTCTBUE 3N0YMbILLIEHHWKE, 3aMeansaeT ero
NPOABMKEHME BHYTPW CETU 1 AAET BO3MOXHOCTb NB-crneumannctaMm OCTaHOBUTb Pa3BUTUE aTaKM.

PeanucTtnuHocTb LLnpokuin nepeyeHb Be3areHTckoe CepBep ynpasneHus
ons xakepa: BMOOB /IOBYLIEK M areHTckoe paboTaeT Ha Linux,
Kaxkaasa npuMaHka ¥ MPUMAaHOK, pa3meLLleHve noanepxka

BEOET B YHWUKaIbHYIO Bktoyaa ACYTT] NPUMaHOK poccumnckmux OC
NOBYLLKY n cneunguyeckme

O6HapyXuTb 1 3aMeannTb pa3sBuTune
cnoxHbix atak (APT un 0-day),
HeOeTeKTUPYyeMbIX ApYrMMmn CpeacTBamm

[penoTBpaTUTb HAMEPEHHYIO Nn
C/yYanHYI0 yTeUKy KOHPUOEHLMAbHbIX
NaHHbIX Yepes COTPYAHNKOB OpraHM3aLmm

BbigBMTbL Cnabble MecTa B UHGPACTPYKType
1 3aLLNTUTb BbICOKOKPUTUUHbBIE 8KTUBbI

CeTb B3aMMOCBA3aHHbIX /TOBYLLEK 1 MPUMAHOK
NO3BOMAET BbIABUTb 3/10YMbILLNEHHWKA Ha 3Tane

>  FOPW30HTaNbHOrO NepemMelLeHKa nocne obxoana
UM TPaaNLMOHHBIX CPEeACTB 3aLLUThl U CUCTEM
obHapyxeHua

JloByLKuW, aMynmpyoLLme peanbHble NT-akTuBbl,

N He yJyacTBYIOT B pabounx npoueccax, noboe
B3aMMOLENCTBME C HUMU ABNAETCH UHLIMOEHTOM
M TpebyeT paccnenosaHus

MpuMaHKu, BeayLiMe B TOBYLLIKW, aBTOMATUUYECKM
Pa3MeLLaloTCH B MHQPACTPYKTYpPE, OTB/IEKAOT

—>  aTaKyloLero OT LleHHbIX aKTUBOB M MO3BONAOT
aHanNM3npoBaTb ero AeNCTBUA B KOHTEKCTE
KOHKPETHOWM OpraHu3aLLmm
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LleHTpanu3oBaHHOE ynpaBfeHne CUCTEMOU NOBYLIEK

R-Vision TDP aBTOMatnueckn pa3sBopaunBaeT KOMMIEKC NOBYLLEK, IMYNUPYIOLLMX peasibHble
NT-aKTWBbI OpraHM3aLmnm, 1 NO3BoNAET YNPaB/iATb UMW U3 eQMHOro LieHTpa. C NMOMOLLbIO
rOTOBbIX WabNOHOB NOBYLIEK MOXHO BbICTPO BOCCO3AaTb NoApa3aeneHns opraHm3aLmnm

1 BOCMPOM3BEeCTH crneumdumueckme cnuctemsl. na 6onbwen npueiekaTensHOCTH

N PeanUCTUUHOCTUN SMY/IMPOBAHHbIE 3/1EMEHTbI MOBTOPSAIOT NapaMeTpbl peanbHOW CeTu

1 OCOBEHHOCTU €€ PYHKLIMOHUPOBAHWS.

@ ABTOMaTUUeckan reHepauund n pacCtaHOBKa NPMMaHOK

[na npuBneyeHnsa BHUMaHWsA 3/10yMblWIEHHWKA Ha IOBYLLUKAX W MO y3n1aM pearnbHOW
NHOPaCTPYKTYPbl aBTOMaTUUECKM PACCTaBNATCH NPUMAaHKK, KOTOPbIE FEeHepUPYIOTCH

C COBNioAeHVEM XapaKTEPHbIX A1 OpraHn3aLmnm NapaMeTpoB, TaknX Kak NonMTUKa MMEHOBaHNA
YUETHbIX 3anuncen 1 paboumnx cTaHumm, ncrnosnbayemoe N0, sepcum OC v apyrue.

JIL O6Hapy>keHue 3/10yMbilNIeHHUKa U pearupoBaHue

R-Vision TDP geTekTupyeT cobbITA Npu B3aNMOLENCTBUM C NIOBYLLIKaMW, OCYLLECTBNSAET

nx 06paboTKy 1 HanpasnsaeT onoseLleHne 06 obHapyxeHun NB-cneumnanmcty. 3tn cobbiTua
MOXHO nepenaTb B SIEM-CUCTeMbl Uv B aHaNMTUUECKYIO MnaTdopMy ANA O6HAPYXKEHNUS Yyrpo3
n aHoManum R-Vision UEBA, uto mo3sonunt cobpaTb BCO MHGOPMALLMIO MO B3aUMOOENCTBUIO

C NoByLWKaMu 1 NPeaoCTaBUTb HEOBXOANMbIN KOHTEKCT aHanuTuky SOC. NonyyeHHble
WMHUMOEHTBl MOXHO Takxe nepenaTtb B cucTembl IRP/SOAR, B ToM uncre B R-Vision SOAR,

1 aBTOMaTM3MpPOBaTb NMPOLLECC pearnpoBaHns 3a CUET NpeayCTaHOBEHHbIX CLIeHapueB.

C60p oaHHbLIX M aTpUBYTOB aTaKylowWwero

Y B npouecce aHann3a oencTemin 3noyMolineHHuKa R-Vision TDP cobupaeT aTtpubyThl
1 MHOMKATOPbl KOMMPOMETALLMK, KOTOPbIE MOTYT 6biTb NepeaaHbl B CUCTEMbI ypaBieHns
LaHHbIMK KnGeppa3ssenku (Threat Intelligence), B Tom umcne B R-Vision TIP. TI-nnatdopmMa
NO3BOMNT 0BOraTUTh 3TU AaHHbIE, BbIABUTb B3AUMOCBA3M C APYrMMU OOCTYMHbIMWU OaHHBIMU
Tl, HACTPOUTL aBTOMATUUECKMI MOHUTOPUHI B COBLITUAX SIEM, a Takxe aKCnopTUpoBaTh
NHOMKATOPbLI KOMMPOMETaLUN Ha CpeacTBa 3alnTbl A7 6/TOKMPOBKM.

@ MNMpuMaHkun JloBywKM

NHdopMauums, npeacTaBasiowas MHTeEpPeC J1oXHble y3nbl CeTH, MO3BOMAOLWNE
AN 3/T0YMBbILWIEHHWNKA, KOTOpas NpuBeaéT OBHaPYXXUTb 3/10yMbILLIEHHWKA W OTB/IEUb
€ro B /TIOBYLLKY. €ro OT HaCTOALLUMX Y3/10B.

YUETHble 3anuncu = Pabouwne cTaHLmMKW, ceTeBoe 0bopyaoBaHue
®annbl AaHHbIX * [1pOMBbILLIEHHbIE KOHTPONEPI, 6a3bl AaHHbIX
NcTopusa bpay3epa » CepBepbl

Kntoun n T.4. = CepBuCbI U T.A.




R-Vision

R-Vision - pa3paboTunk cnuctem umdposmsaumm n knbepbesonacHoctn. C 2011 roga kKoMnaHuUs
CO30aeT TEexXHOMNOoruM, KOTOopble MOMOraloT oOpraHu3aunaM 3QPEeKTUBHO MPOTUBOCTOATb
Knbepyrposam, noaaepxmsatb HaAEXHOCTb NT-MHOPaACTPYKTypbl 1 obecneunsaTtb LIMGPOBYIO
TpaHcdopMaumo. TexHonorum R-Vision NCnonb3ytoTca B KpynHENWmxX 6aHkax, rocy0apCTBEH-
HbIX OpraHn3aumsax, HepTerasoBon OTPACNN, IHEPreTUKe, MEeTanypruun, NpPOMbILLIEHHOCTH
N KOMMNaHUAX OpYyrmux oTpacnewn.

R-Vision TDP 3apeructpupoBaH B PeecTpe oTeuecTtBeHHoro 10
u ceptupmumposaH PCTIK Poccum no 4 ypoBHIO AOBEpUS.
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