R-Vision SOAR

CuncTeMa opkecTpaLuny, asToMaTn3aumm
N pearnpoBaHna Ha nHUWOeHTbl b

R-Vision Security Orchestration, Automation, Response




R-Vision SOAR (Security Orchestration, Automation and Response) - kK/loUeBOM MHCTPYMEHT

ans nosblweHuns addekTneHocTn SOC. CucTeMa arpermpyeT AaHHbIe Mo MHUMOEHTaM M3 MHOXECTBA
NCTOUHWKOB, aBTOMaTU3NPYET OboralleHne, pearmpoBaHve 1 BHeapeHe OTBETHbIX Mep, obecrneunBaeT
eanHoe NPOCTPaHCTBO A/IA COBMECTHOM paboTbl KomaHabl SOC.

ABTOMaTM3auma aeatenbHocTn SOC: MocTpoeHue npouecca o6paboTKu C HyNs:

noBbllleHne 3PpHEKTUBHOCTM NPOLLECCOB BCA PYHKLIMOHAIbHOCTb W 3KCMEPTN3a BeHO0Pa

SOC 1 pa3rpy3ka aHaIMTUKOB 3a CUET «3 KOPOBKUY», NErKo HacTpanBaeMble MHTerpaLmm

aBTOMaTM3auun orepaLmm ¢ C3M 1 MHCTpYyMeHTbl NO-code Ans BbiICTPoro ctapTa

KoopavHauusa c MSSP nposanaepamu: Co3naHue MHoroyposHeBoro SOC:

R-Vision SOAR - yO06HbIN MUHCTPYMEHT opraHun3aumnsa paboTtbl SOC B HECKObKO TMHNIA

AN\ B3aMMOAENCTBMSA MO BbISIBIEHHbIM 0N\ NpefoCTaB/IEHNA CEPBUCOB MOHUTOPUHIa

WMHUMOEHTaM U OCYLLECTBIEHNS 1 pearmpoBaHns AOUYEPHMM OpraHn3aLnsaM

TEXHUYECKOro pearmpoBaHns WV 3aKa3unkam

ABTOMaTM3auma YckopeHue CHweHne Harpyskm Cobnionenne SLA,

00 90% pyTUHHbBIX pearmpoBaHuA Ha nepcoran SOC KOHTPOMb METPUK,

onepauun B 2-7 pa3 no tuny 1 TpeboBaHi HarnaoHasa
WMHUMOEHTa K KOMMNeTeHLNsM OTUETHOCTb

O6oralueHune R-V|S|On SOAR O6oralueHne
KOHTEKCTOM KOHTEKCTOM
1]
.1:D = ‘
o
MonyueHne WOFkﬂOW OpkecTpauuns
SIEM AaHHbIX MHUMOEHTa BHelwHWe cucTemsl
" ﬂpyrme 06 MHUMAOeHTax (CBM‘ |TSM!
MCTOYHUKN MHble CI/ICTeMbI)
Busyanusauus
AaHHbIX
OpraHusauvs M OTYETHOCTb O6meH ,?\/v q
KOMaHOHOW paboTbl ZAaHHbIMK
CueHapwumn 8‘&
CneunanucTbl pearmpoBaHus PerynsaTopsl,
SOC oTpacnesble
SOC/CERT
PearvposaHve
Ha KOHEeUHbIX
yCTponCTBax
ronyyeHme OforalueHne ]
Qj rl;l [LaHHbIX ﬂal;ﬂHul-:llMHVIM
‘ 06 aKkTuBax — —m 06 10C —\6’— —
.
ShEiF S :
NT-nHppacTpykTypa Endpoint MNcTouHnkmn Threat

Intelligence



KoHTponb UT-uHPpacTpyKTypbl

* VIHBEeHTapu13aLma 1 yUET aKTUBOB,
ycTaHoBneHHoro MO

. Co3aaHure pecypcHO-CEpPBUCHON MOaENM
» Co3aaHue MHLMOEHTOB 13 YA3BMMOCTEN

" KapTa BAMAHWA HUMOEHTa
Ha BM3HeC-MNpPoLLeCChI

Arperauusa oaHHbIX =11 f=
Mo MHUMAEHTaM 000

= [Noooepxka MHOXeCTBa MCTOUHMKOB

* HopManusauua aHHbIX

* [lonCK MHUMOEHTOB MO 3a4aHHbIM NpaBu/iam
* ObbeanHeHne NHUWOEHTOB B rpynmb

BeinonHeHune Tpe6oBaHuK
perynatopos
= BcTpoenHbin cepsuc MocCOTNKA

*  KoHHekTOop K DUHLIEPT

?
UHTerpaunu o403

* SIEM, NGFW, IPS/IDS, DLP, ckaHepel
YA3BMMOCTEW, aHTUBUPYChI, Theat
Intelligence, ITSM, CMDB, Service Desk, 6a3bl
[AaHHbIX, poccumnckme MSSP v ap. NCTOUHWKM

* REST AP

» CepBuchl oboralLeHus 1oC

Ona SOC ypoBHA Enterprise L =

= [Noonepxka MynbTMapeHaHOCTH
» OTKa30yCToOMUMBOCTb U MacLITabunpoBaHue

= [Nloooepxka KOHTeNHepPU3aLnmn 1 paboThl
B Knactepe

ABTOMaTU3auUUA
pearupoBaHuAa

(][]

= VIHTepakTuBHbIEe Nnendyku ana 1-M nnHun

[nHamnueckme no-code cLeHapum
pearmpoBaHus

- HaCTpOVIKa KapTOUKN N XXN3HEHHOIO LIMKNa
MHUMOEHTa

* KoHTposb SLA B caMOW KapTOuKe MHLMOEHTA

KoMaHaHas pa6oTa

* [nmbkoe pasrpaHvueHne gocTyna

PacnpeneneHue Harpysku mexay
onepaTopamMmn CUCTEMBI

*  OpraHu3auma COBMeCTHOM paboTl
HECKObKNX MnHUn SOC

" HaCTpaMBaeMble MEXaHN3MbI yBeEOMﬂeHl/Il;I
M 3CKanaunmn

+ BcTpoeHHbIn vat 1 e-mail nepenucka
N3 nHTEepoenca

+ [Moonoepxka Telegram

OpKecTpauus BHeWHUX aCy

cucTem .

*  BbINONHEHME TEXHUUECKNX Mep
pearvpoBaHus

* Low-code KOHCTPYKTOP KOHHEKTOPOB
1 3aMpoCcoB AR B3aNMOAENCTBUA C N06bIMU
cucTemMamu

Busyanusaumsa m oTUETHOCTb

= [lpenyctaHosneHHble aawéopabl
M LWabnoHsbl

«  KOHCTPYKTOP OTUETOB U1 rpadmKoB

* ABTOMaTuueckoe ¢popMUpoOBaHME
M pacchinka OTUETOB



R-Vision

R-Vision - pa3paboTunk cnuctem umdposmsaumm 1 knbepbesonacHoctn. C 2011 roaa koMnaHua
CO30aET TEXHOMOrMW, KOTOpble MOMOraloT oOpraHu3aunaM 3QPEeKTMBHO MPOTMBOCTOATH
Knbepyrpo3am, NoAOEePXMNBaTb HAAEXHOCTb UT-MHPPACTPYKTYpbl M obecrneurBaTh LIMGPOBYIO
TpaHchopMaLumio. TexHonornm R-Vision MCNoMb3yOTCA B KPYNHENLWNX 6aHKax, rocyaapCTBEeH-
HbIX OpraHn3auuax, HepTerasoBon OTPaCNW, IHEPreTuke, MeTan1ypruun, NPOMbILIEHHOCTH
1 KOMMaHWAX ApYrux oTpacnem.

R-Vision SOAR 3apeructpupoBaH B PeecTpe oTeuecTtBeHHoro 10
n ceptnomnumposaH PCTIK Poccum no 4 ypoBHIO AOBEPUS.

EavHaa nnatopmMa R-Vision EVO

MNpoaykTbl R-Vision pa3paboTaHbl Ha OCHOBE eANHOW
nnatdopmbl. ObLwan TexHonornyeckaa 6a3a obecrneumsaeT
BecCLIoBHYI0 MHTerpaumio Vb u T-npoayKToBs, No3BonAa
BbICTPamnBaTh NPOLLECChI, MPU KOTOPbIX aBTOMaTU3aLmnA
Bu3Heca 1 knbepbe3onacHOCTb paboTaloT Kak eANHOE Lienoe.
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