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[lpoABUHYTaA aHanUTUKa
ONna obHapyXeHUa yrpo3 u aHoManuu
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R-Vision User and Entity Behavior Analytics (UEBA) — nporpaMMHbiIi MPOAYKT, KOTOPbIN OCYLECTBAET

HernpepbIBHbI MOHUTOPUHI COBLITUIN 6€30MacHOCTH, aHaNM3MpPya AaHH
BK/tOUana cnuctemsl Log Management, SIEM 1 KoHeuHble yCTpoOMCTBaA.

ble N3 Pa3/IMYHbIX NCTOUHWKOB,

AHanuTuuyeckne MHCTpyMeHTbl R-Vision UEBA No3BoNsA0T CBOEBPEMEHHO BbIABUTL MPU3HAKK
HaUMHAaIOLLLENCA aTaku, MPUOPUTU3NPOBATDL YrPO3bl 1 MPOAHAIM3UPOBATL BCIO LIEMOUYKY aHOMasIbHbIX

COBbITUN.

3anaum PeweHue

HeoueBMAOHbI A19 KNaCCUYeCKnxX

BbiIABMTb aHOMasum, KOTopble 9,  lpuMeHeHne BCTpoeHHbIX B UEBA anropnMt™Mos,
9 ®er/o® KOTOpPbIE MCMO/b3YKOT METOAbI CTATUCTUUECKOro

npaBun AeTEKTUPOBaHUA aHann3sa v MalmHHoro obyuerunsa (ML) ans
SIEM-cuctem BbIABNEHWNA aHOManuin 1 yrpo3 B MOTOKE COBbITUI
MpoaHannanposaTb S i NHCTpYMEHTbI aHann3a, 3a0XeHHble B MPOoaYKT,
HenernTMMHble AencTBmA “3yyaloT NoBeaeHWe 0BbeKTOB (Monb3oBaTeNb,
CBA3aHHbIE C KOHKPETHbIM yJyeTHas 3arn1cb, 060pyaoBaHue), bopmupyeT
0B6bEeKTOM npoduIn HopMasnbHOro NoBeaeHUs 1 GUKCUpyeT

NoBy0 NOAO3PUTENBHYIO aKTUBHOCTb
CBA3aHHY0, C 0O6bEKTOM

OnepaTMBHO MOMyunTb == CpeacTBsa BU3yanu3aLmm 0To6paxatoT BClo
MOJIHbIN KOHTEKCT MO O6bEKTY -> aKTVBHOCTb MO 06bEKTY M CBA3AHHBIE C HUM
Npw paccnenoBaHum CYLLHOCTHU, MOMOratoT MPOBECTM AeTalbHbIN
MHLMOEHTa aHasnn3 CoBbITUI U MOHATH MPUUKHBI

BO3HMKHOBEHNA aHOMaIMn

Mpu coBMecTHOM pa6oTe ¢ R-Vision Endpoint no3sonseTt nonyyaTts:

v CobbITHA € 60/bLUEro KOMMUecTBa UCTOUHMKOB MHGOPMAaLLUK, B TOM UUCTIE C Linux-cnucTtem

v VIHpopMaumio o noseneHun nonb3osatenen n APM

v LLUMpOKMI NepeueHb TENEMETPUM C KOHEUHbIX YCTPONCTB
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KoHTponb cocToAHUA 6€30nacHOCTU 06LEKTOB

PaboTa R-Vision UEBA ocHOBaHa Ha 06beKTHO-LLeHTPUUHOM MOAX0AE, MO KOTOPOMY BCE
COBbITUA aHaNM3NPYIOTCH B OTHOLWEHNN KOHKPETHbLIX OBbEKTOB: MOsb30BaTenen, paboumx
CTaHUMK, Gansos, yU4eTHbIX 3arnMcen, CEpBMCOB 1 T.A.

N3yuaa noseneHne obbekToB, R-Vision UEBA ¢popmupyeT npoduiv HopMaibHOro noBeaeHns
N UKCUPYET NOAO3PUTENbHYIO 8KTUBHOCTbL B CllyYae OTKIOHEHUN.

UHcTpyMeHTbl aHanu3a R-Vision UEBA

MpocTble npaBuna - 6a30BbIV UHCTPYMEHT aHanmM3a cobblitun NB. AHannTuky

55 NHPOPMALIMOHHBIX CUCTEM OOCTAaTOUHO 3adaTh HAbOP KpUTepmnes ANnd oTbopa

CO6bITUS, MOCe Uero cobbiTus, YAOBNETBOPSIOLME YKa3aHHbIM KPUTEPHSAM,
6yoyT MapKMpOBaTbCA KaK MOAO3PUTESbHBIE.

MporpaMMHbIe 3KCNEePTbl - aNrOPUTMbI, KOTOPbIE UCMONB3YIOT METOALI
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CTaTUCTNYECKOro aHanm3sa 1 MallMHHOIo o6yueHV|q 0714 BbISIB/IEHUS aHOMa

NYyrpos B NnOToOKe CobbITUM. 3TO AaeT BO3MOXXHOCTb B aBTOMaTUUYECKOM pexunme

LEeTEeKTMPOBaTb:

+  3anyCK NpPOLLECCOB U MPUIOXEHNA +  MOYTOBBbI TPaUK

+ COb6bITNHA aBTOPU3aLLM v CMEHY YyUeTHOW 3anuncu

v OOCTyn K parnam v noakntouennsa VPN

v onpeaenerve DGA v OenCTBUA Nosib3oBaTenemn
n look-a-like nomeHoB 1 rpynn 6e3onacHoOCTH

TexHonorus ananTMBHOM KOppenaL M CobbiTUI

R-Vision UEBA aBTOMaTUueCKk/ COBEPLUEHCTBYET BCTPOEHHYIO aHaIUTUKY MO BbIABIEHWUIO
aHoManuu. MNpw NOABIEHUN HOBbIX MCTOYHMKOB WU MOJeNen OaHHbIX MUHCTPYMEHTbI aHanmaa
afanTUPYIOTCA B aBTOMATUUYECKOM PEXUME N He TPEBYIOT A0HACTPOKM.

R-Vision UEBA ncnonb3yeT yHnBepcanbHbii opMaT OaHHbIX A9 aHanm3a, uto obecneumsaeT
rMBKOCTb B paboTe aHaNnTUUEeCKMX MHCTPYMEHTOB.

[nHaMnueckas oL eHka yrpo3u aHoManum1

CuncteMa AMHaMUUYeCKom OLLEHKM Yrpo3 Y aHOManunn pacCUnTbIBAET PENTUHT ONaCHOCTU
KOHTPOIMPYEMbIX 0BbEKTOB. [pn 06HaPYXeHUM MOO03PUTENBHON aKTUBHOCTUN PENTUHT
0obbekTa yBeNmMuMBaeTCs, M B CyJyae npesBbllleHna A0MYCTUMOro YPOBHA aHaIMTUK MNOAyunT
ornoselleHre. 3TO NO3BONAET MPUOPUTU3NPOBATL YrPO3bl 1 CBOEBPEMEHHO pearmpoBaTh
Ha 3HaYMMble OTKNOHEHWA.

Busyanusauma nocneaosaTenbHOCTU COObITUN B TaMMIanHe

MNoopobHas nHGOPMaLIMA O MOOO3PUTENBHOM aKTUBHOCTM OBbEKTOB COXPaHAETCH B BUOE
TanMnanHa - BpeMeHHOM LLKaslbl, Ha KOTOPOW OTMeUatoTCH aHOManunn, BbICTpansaeTca
Nnoc/1eaoBaTeNbHOCTb COBbITUI M KOHTEKCT. TanMnanH 3HaunTelbHO yrpoLLaeT aHanm3
WMHLMOEHTOB U BbiABNEHWE NPo6neM B 3alunTe ANF yCTPaHEHNS.



O KOMMaHuu

R-Vision - poccunckmnmn paspaboTumk CUCTEM Knbepbe30onacHOCTH.
KoMnaHusa ¢ 2011 roga cosnaeT TEXHONOM MK, KOTOPbIE MOMOratoT
OpraHn3aumnaM aGPEeKTUBHO MPOTUBOCTOATL akTyasibHbIM KN6epyrpo3am
n obecneunBaTtb HaaexHoe yrnpasneHne nHGOPMaLIMOHHOM
6e30MnacHOCTbIO.

TexHonornun R-Vision NpMMeHATCA B rOCYAAaPCTBEHHbIX YUpeXaeHNaX,
dunHaHCOBOM chepe, TeNeKOMMYHUKaLMAX, a Takxe B HepTera3osowu,
3HepreTUUeckom n MeTanypruyeckon oTpacnax NPOMbILIEHHOCTH

B Poccuun n ctpaHax CHI.
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