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R-Vision Vulnerability Management (VM) npeacrasnseT co60i KOMMIEKCHYIO CUCTEMY aBTOMAaTM3aLImMm
rnpoLLecca ynpasneHusa yassMMocTamu. R-Vision VM BbigBNAET yA3BMMOCTY MHPOPMaLMOHHOW 6e3omnac-
HOCTUM B MHGPACTPYKTYpPE OpraHn3aLLnm, arpermpyeT nonyyeHHyo nHpopmaLmio B eanHon 6ase, no3sons-
€T MPUOPUTU3NPOBATL OBHAPYXXEHHbIE YA3NUMOCTU MO YPOBHIO KPUTUUHOCTU U OCYLLECTB/IATL KOHTPO/b
3a NPOLLECCOM MX YCTPaHEHUSA.
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OBHapyX1Tb YA3BUMOCTM

B MHOpaCcTpyKType
opraHu3saumm

MOHATL Kakue yA3BMMOCTH
LOSXHbl 6bITb YCTPaHEHbI
B NepBYIO ouepenb

OnepaTMBHO yCTPaHATb
KPUTWUUHbIE YA3BUMOCTH
W MOSTHOCTBIO KOHTPOIMPO-
BaTb MPOLLECC YCTPaHEeHWA

PeweHue

R-Vision VM obnanaeTt BCTPOEHHbIM CKaHEePOM YA3BU-
MOCTEW, a TakXKe Mo3BONAET MMMOPTUPOBAaTL YA3BNUMOC-
TV 13 BONBLUIMHCTBA BHELIHMX MCTOYHMKOB, UTO NMO3BO/A-
€T co34aTb ¥ NoAAEePXMNBaTb B aKTyaslbHOM COCTOAHUM
COBCTBEHHYIO Bazy yA3BUMOCTEN.

HacTpavBaeMbIl penTUHT YA3BMMOCTEN obecreunBaeT
NMPUOPUTM3ALIMIO YA3BMMOCTEN B COOTBETCTBUM

C pernameHTamun opraHunsaunu. lNpu pacuete pentmnHra
YUUTbIBaOTCA /I06ble aTprbyThl YA3BUMOCTH, aKTMBa
VNN FPYMMbl aKTUBOB.

BcTpoeHHbiv B R-Vision VM MeHekep 3a0au U UHLK-
OEeHTOB, a TaKxe nHTerpaums ¢ Service Desk-peLueHns-
MW MO3BO/AIOT MOMHOCTbLIO aBTOMaTU3NPOBAaTbL MNPOLLEecc
yCTpaHeHus ya3smnMocTen. CoBpeMEHHbIN BES-UHTEP-

belc cMcTeMbl MOMOraeT Nerko HanTu HYXXHYO MHGOpP-
MaLMIo, U3yUnTb CTAaTUCTMKY M MOArOTOBUTb OTUET ANA
PYKOBOACTBaA.

MNpwu coBMecTHOM uUcnonb3oBaHuM ¢ R-Vision Endpoint no3sonserT:

v TonyyaTb HOOPMaLLMIO 06 MBMEHEHWSAX C KOHEUHbIX YCTPONCTB B aBTOMaTUUECKOM PEXMME
v BbISIBNATb YSI3BMMOCTUW NMyTEM aHann3a yCTaHOBIEHHOIO Ha KOHEUHbIX yCTponcTBax 10
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NHBeHTapusauusa

ApxuTtekTypa R-Vision VM no3BonsdeT ckaHnpoBaTb MHGPACTPYKTYpY Mmoboro Maclwtaba, obecrneursas
OeaynnvKaLmio XOCTOB 1 paboTy B CETAX C OAMHAKOBOW aapecaLment. B 6a3oBor Bepcum AOCTYMNHO
6onee 30 roToBbIX KOHHEKTOPOB K BHELHUM CUCTEMAaM:

- CMDB-cucTemsl « TekcToBble ¢pansibl «  AHTMBUPYCHI « [Opyrve C3U
+ bBasbl faHHbIX + Active Directory + SIEM-cucTembl

[Py HEOHXOAMMOCTH MOXHO BOCMO/1b30BaTbCA BCTPOEHHBIM KOHCTPYKTOPOM MHTErpaLLnii.

BbiaBneHue

R-Vision VM B yoaneHHOM pexume cobmpaeT MHGOPMaLIMIO C KOHEUHbIX YCTPOWCTB 1 NepeaaeT ee Ha
cepBep yrnpasneHus, rae nponcxoanT obHapyxeHue yassmMocTel. [py 3TOM Harpy3ska Ha KOHeUHble
YCTPOWCTBA M CETb Mepeaaun AaHHbIX MUHUManbHa. CucteMa noaaepXmBaeT MHTerpaLumio ¢ 60/b-
LWMHCTBOM CKaHEPOB YA3BMMOCTEW, a TakxXe No3BO/AET NOMNONHATL 6a3y YA3BUMOCTEN BPYUHYIO.

MNpuopuTn3aumsa

BazoBbIt BapnaHT pacueTa penTnHra yasBnMMoCTeN OCYLLECTBAETCSH MO CeayoWNM napaMmeTpam:

« OueHka CVSS « CrTaTyC yaA3BMMOCTH «  KputuuHocTb rpynnbl UT-akTnBOB
+ Hanuuwne akcnnovta + KputnuHocTb aKkTnBa + [pyrune napameTpbl

R-Vision VM no3sonseT HaCTpOUTb pacueT penTUHra Ha OCHOBE /ItOBbIX aTPUBYTOB YA3BMMOCTH,
obopyanoBaHusa Un rpynnsl MUT-akTMBOB, B KOTOPbIE BXOAUT AaHHOe obopyaoBaHue. brnaronapsa HacTpa-
nBaemMon Gopmyse pacueTa PeNTUHra MOXHO MPUOPUTU3NPOBATL YA3BMMOCTU MO PEKOMEHAALLMAM
®CTOIK, MexxayHapoaHbIM MPaKTUKaM U COrnacHO BHYTPEHHUM pernaMmeHTaM opraHn3aLmm.

YcTpaHeHue

R-Vision VM no3sonseT 3adath And yA3BMMOCTH N060on TpebyeMblt Habop CTaTyCoB, a aAns NPUHATUA
pUCKa U1 KOMMEHCUPYIOLWMX Mep 3aaaTb CTaTyC Ha BpeMsi. BCTPOEHHbI MeHeaxep 3aAady U MHLMAEH-
TOB, a TaKXXe MHTerpauma ¢ BHEWHUMK Service Desk peleHaMmn 4al0T BO3MOXHOCTb 3QPEeKTUBHO
aBTOMaTU3MPOBaTb NPOLLECC PaboThbl C YA3BUMOCTAMU. MNONUTUKM YNpaBAeHUA YA3BMMOCTSAMU MO3BO-
NAT aBTOMaTUUYECKM CO3AaBaTb 3a0aun/VHLIMAEHTbI Ha YCTPaHEHWE YA3BUMOCTEN, MEHATL UX CTaTyC
W yOanaTh yCTapeBlWwWe/3aKpbITbie YA3BUMOCTU U3 CUCTEMDI.

KoHTposib

C nepeuHeM ya3BuMocTen B MHTepoerce R-Vision VM MOXHO paboTaTb B pa3/inyHbiX pa3pesax: MpocTo
YyS3BMMOCTU Ha YCTPOMCTBAX, C FPynnmMpoBKON Mo aktmeam, MO 1 CVE. [1na kaxaoro npeacTaBneHus
npenycMoTpeHa NaHenb GUIbTPAaLLIUK U CKBO3HOM MoucK. R-Vision VM duKcupyeT ¢pakT ycTpaHeHns
YSA3BMMOCTW, MPUCBaKBast €M CTaTyC 3aKPbITON, a Takxe NMO3BOAET 3aKpbiBaTb YA3SBUMOCTM BPYUHYIO.

B nHTepoeice R-Vision VM npenycMoTpeHo 60/1bloe KONMUeCcTBO NpeaHaCTPOEHHbIX rpaduKoB

M OTUETOB, @ TaKXe AOCTYMHa UX MOoNb30BaTeNbCKas HAaCTPOWKa MOA HYXAbl OPraHU3aLLmm.

B3sanMoaencTeue c npoayktamu R-Vision

CoBMeCTHOEe ncnosnb3oBaHue R-Vision VM ¢ cuctemon R-Vision SOAR No3BonseT opraHnM3oBaTh MPOLLECC
yrNpaBneHns ya3BuMOCTAMM N0BO0ro YPOBHS CNOXHOCTU M aBTOMaTU3NPOBAaTb NMPOBEPKY YCTPAHEHUSA
YA3BMMOCTEN. YA3BUMOCTM 060PYO0BAHUA U FPYIMM aKTUBOB MOXHO YUUTbIBATL B OLLEHKE PUCKOB W MpK
nposeneHunn ayamTos B R-Vision SGRC.



O KOMMaHum

R-Vision - pa3paboTunk cuctem knbepbe3onacHOCTU.
KoMnaHwus ¢ 2011 roaa co3naeT TEXHO/Or KM, KOTOpble MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH1M3aunaM No BCeEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTb HadexHoe yrnpasneHme nHGOoPMaLIMOHHOM
6e30MacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEHHbIX
opraHuM3aumax, HepTerasoBom OTpac/u, SHepreTuke, MeTanlypruu,
MPOMBILWIEHHOCTU U KOMMaHWAX APYruxX OTpacnen.
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