R-Vision EVO

aKkocuctema texHonormm ana asonwounm SOC
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BkocuctemMa R-Vision EVO— 370 KOMMMNEKC B3aMMOCBA3aHHbIX TEXHOMOMMIA, KOMIMOHEHTOB W BbICTPOEHHbIX

MeXxay HYMU MPOLLECCOB, KOTOPbIE MO3BO/AIOT KOMMaHWAM NOCTPouTb Security Operation Center
1 pa3BMBaTb ero 40 HeO06X0ANMOro YPOBHSA 3peniocTu. TexHonorun R-Vision EVO nomMoratoT
3BO/MIOLMOHNPOBaTL BCceM SOC, BHe 3aBUCUMOCTW OT UX NepBOHaYaibHOro Maclwtaba v oTpac/u.

TexHonornm aKocucTeMbl U X pyHKLMUOHanN

Vulnerability Management (VM) aBToMaTn3vpyeT NpoLLecc yrnpasneHus yassMoCTAMMU,
@ arpervpyeT AaHHble Mo YA3BUMOCTAM U MPUOPUTU3NPYET X 06paboTKy Ha OCHOBaHWK

Qz 0 aBTOMaTNUECKN PACCUNTAHHOIO PENTUHIa. PENTUHI OAMHAMUUECKNIA N MOXET BbiTb
afanTupoBaH NMoA KOHKPETHYIO OpraHmn3aLLmio.

9 Deception MUTUPYET 3neMeHTbl MHPPACTPYKTYPbI, AETEKTUPYET NPUCYTCTBUE
: B 3/10yMbILlLNIEHHWKA B CETU, 3aMeNIAET ero ropu30oHTalbHOE NepemelleHme 1 naet
@l BO3MOMHOCTb CBOEBPEMEHHO OCTAHOBUTL PA3BUTHE aTaKu.

o, Log Management (LM) opraHuayeT npouecc c6opa, 06paboTku, XpaHeH s cobbiTuin b
CO BCEX 3M1EMEHTOB MHPPACTPYKTYPbI, & TaKke NpefoCTaBIgeT BO3MOXHOCTb U3BeYEeHUA
sUe 1 aHann3a cobpaHHoOW nHGopMaLmu.
|—| Endpoint cobupaeT VB 1 UT-cobbITUA C KOHEUHbIX TOUEK, MHBEHTapPU3MPYyeT AaHHble

06 aKTVBax, MO3BO/SET ONepPaTUBHO pearnpoBaTh Ha MHLUMAEHTbI Ha XOCTax, a Takxke
57 ™%  aBTOMATMUECKM MPOBOAMTbL ayAWT COOTBETCTBMA CTaHaapTam Vb,

Security Orchestration, Automation, Response (SOAR) asToMaT3npyeT npoLecc
ynpasneHua nHumaeHTamm Vb, arpermpyet AaHHble Mo MHLMAEHTaM, aBTOMaTUUECKHN
] 3arycKaeT CLeHapun pearmpoBaHus, a Takxe ynpasnsaeT ApyrMMn CUCTEMaMN Uepes

MexXaHV3M OpKeCTpPaLuK.

Security Governance, Risk management, Compliance (SGRC) ¢opmupyeT npoLiecchi
MeHeoXMeHTa Vb B COOTBETCTBMM C NyUIMMK MPaKTUKaMK 1 CTaHOapTaMu, MO3BONSAET
KOHTpONMpoBaTb BCe VB-npoLeccsl 1 MpUHUMaTh 060CHOBaHHbIE PeLIEHN:A MO Pa3BUTUIO
cuctembl Vb B opraHn3aumm.
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User and Entity Behavior Analytics (UEBA) metekTvpyeT HapylleHusa B COCTOsAHMM AT
n Vb-cncteM 1 Nooo3pUTENbHYIO aKTMBHOCTb OBbEKTOB, MPUMEHSAA MHCTPYMEHTI
ML-aHan13a, B TOM UnUC/ie OCYLLECTBAAET ANHAMUUECKYIO OLLEHKY YIrpO3 1 aHOManm.
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Threat Intelligence (Tl) o6ecrneunsaeT c6op, HopManM3aumio 1 oboratieHve loCs

N3 Pa3NNUHbIX MICTOUHUKOB, aBTOMaTU3MpPYET NPOLLECC YNpaBieHWsa AaHHbIMU
KnbeppasBeaku, No3BoNAET NnepenaBaTb 06paboTaHHYO MHGOPMAaLLMIO HanpsMyto Ha C3U,
a TaKXXe OCYLLeCTBNATL MOUCK M 06HapyxeHue |oCs B MHPpaCTpyKType.

Security Asset Management (SAM) BbiCcTpavBaeT NPOLLECC YNpaBIeHUs akTUBaMu
ALAE] OopraH13auunn, aBTOMaTU3npPyeT NoCTPOEHNE PECYPCHO-CEPBUCHOM MOaENN 1 COOP
-> BCEOb6beM/IOLWEN MHBEHTaPU3aLNOHHON MHOOPMALIMK, KOHTPONMPYET YCTaHOBEHHbIE
OBHOBNEHWMS.



B3anMoaencTesne KOMNOHEHTOB 3KOCUCTEMDI

TexHonorum R-Vision EVO oboratlatoTca A0MNOnHUTENbHBIM GYHKLIMOHANOM MNPy COBMECTHOM MUCTONb30BaHNN
C APYrMMU 3NIEMEHTaMU 3KOCUCTEMB

Deception Endpoint

UEBA: nocTaBka noros ans
nowncka aHoManum MHCTPMeH-
Tamn ML-aHanunsa

SAM: oborallieHune 6a3bl
aKTUBOB MHPOPMaLInen
13 yA3BMMOCTEN

SOAR: nonyuyeHue ceeaeHnm
06 MHUMOEHTax c nioBylieKk

SOAR: 3anyck nnenbyka

Ha xocTe, ceTeBas M3onaumna
XOCTa 1 IoKabHas OCTaHOBKa
NEeNCTBUN 3N10yMbILNEHHUKE
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SOAR: o6oralieHne
WHLWOEHTOB CBEAEHUAMM
06 ysAI3BMMOCTSIX Ha XOoCTe

Tl: peTpoCneKT1BHbI MOUCK '
loC B cobbiTuax UB i+ VM: obHapyxeHue ya3snumo- |

1+ CTeN Ha XoCTax B peanbHOM H
SAM: c6op uHdpopmaLmm ! BpeMeHn :
06 y3nax u akTuBax cetu ' |

13 cobbiTum Vb

SGRC: yueT nipopmaumm
06 ysi3BMMOCTSIX B OLLEHKEe
puckos VB

aHoMasnun
SGRC: nonyyeHune aaHHbIX 06

N3MEeHeHUU XO0CTa B pealibHOM
BpeMeHn

Tl: c6op cBeaeHnn
06 UHCTpyMeHTax
M OeNCTBUSAX aTakytoLlero

B MHPPACTPYKType
v nononHeHue 6a3bl Tl

LM: nonyuyeHwune Bcex cobbiTun
C XOCTOB

Deception: c6op popeH3nku
M undpoBas rurneHa xocTos

SOAR: oboraueHue
MHUWOEHTa KOHTEKCTOM
13 6a3bl Tl

SOAR: nocTtaBka aHOManum

B SOAR ans nanbHenwemn
npopa6oTKX U pearnpoBaHus
Ha yrposbl

VM: 3anyck cueHapues
06paboTKu yasBuMocTemn

SOAR: npropuTH3aLus,
yCKOpEeHWe pearnpoBaHuns
1 paccnenosaHmns
MHUMOEHTOB, uCxoas

13 pecypcHO-CepBUPCHON
MOZenn akTMBOB

Deception: opkecTpauus
newncteumn B SOAR npu
O06HapYXXeHWUWN 3M10yMbILLINEeH-
HVKa Ha NoBYLUKe

VM: c6op cBeneHunmn
06 ysA3BMMOCTSIX,
IKCMTyaTUpyeMbixX

VM: KOppeKTUpoBKa ,
APT-rpynnupoBkamu E
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B VM npwu BbisiBNeHWUn .

Tl: 3anycKk aBTOMaTUYECKOro :
nnenbyka B SOAR ,
npu obHapyxeHun loC :
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B MHppacTpyKType
SGRC: yUéT CTaTUCTUKM

no MHUMAOEHTaM B pacueTe
YPOBHS1 pUCKOB

COCTaBa U KPUTUYHOCTU aHoManun
AKTUBOB MpU BbIABIEHUU

aHoManun

1 KOPPEKTUPOBKa pelTUHra
yassumocTten 8 VM

Deception: nocTpoeHne
NOXHOro cnos uHpacTpyk-
Typbl Ha OCHOBE MHBEHTapu-
3aLMOHHbBIX AaHHbIX

. UEBA: yueT B3anMoCBS3€eN, !

NMpeuMyulecTBa UCNONb30BaHMA 3KocucteMsl R-Vision EVO

PelleHne 3a4ay Ha CTbIke TEXHONOr M ®opMMpOBaHWe 4OTOCPOYHOrO M/iaHa
N KOMIMOHEHTOB 3KOCUCTEMbI pa3euTna SOC 1 NOCTPOEHUS

3O PEKTUBHOM 3aLLUTHI
BO3MOXHOCTb MO3TanNHOro HapaLiMBaHuA
1 pacLlMpeHnsa GyHKLIMOHana aKoCUCTEMBI [ocTmxeHne BbICTPbIX PE3YNbTaToB
no Mepe pocTa noTpebHocTen Bawero SOC 3a CUEeT OribiTa 1 3KCNepTU3bl BEHAOPA

Hannune BCTPOEHHbIX e ANHbIX OKcrepTHasa NoaaepXKa Ha KaXkaoMm
NHTErpaLyOHHbIX MEXaHN3MOB, 3Tare BHeApeHWA TEXHOMNOr M
KOHOUIypaLnW, POSIEBbLIX MOOENEN 9KOCUCTEMBI

1 OpYyrux GyHKLUMM




O KoMNaHuu

R-Vision - pa3paboTunk cucteM knbepbe3onacHOCTH.
KoMnaHusa ¢ 2011 roga co3gaeT TEXHOMNOM MK, KOTOPbIe MOMOratloT
BU3Hecy 1 rocyaapcTBEeHHbIM OpraHM3aumnaM No BCeEMY MUPY
YBEPEHHO MPOTUBOCTOATb aKTyaslbHbIM KUBEepyrpo3am

N obecrneumBaTb HadexHoe ynpasneHe nHGopMaLIMOHHOM
6e30MacHOCTbIO.

TexHonorunn R-Vision cnonb3yoTcA B 6aHKax, rocyaapCTBEHHbIX
opraHn3auusax, HedpTerasoBown OTPac/Iv, 3HepPreTuKe, MeTannypruu,
MNPOMBILLNEHHOCTM U KOMMAHWAX OPYruX OTpacien.
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