R-Vision Endpoint

C6op OaHHbIX, OBHapyXeHune U pearnpoBaHue
Ha KOHEUHbIX YCTPOMUCTBaX



R-Vision Endpoint — kntoueBon KOMMOHEHT 3kocucTeMbI R-Vision EVO, koTopbin pacumpsaeT QyHKLLMO-
HanbHblE BO3MOXHOCTM APYrMX TEXHONOMNA 1 MPeaoCTaBNAET AOMOMHUTE NNbHbIE MPEeUMYLLECTBA OT MX

MCMNo/Ib30BaHNA.

Bnaronaps R-Vision Endpoint MOXXHO NpoOBOANTb AE€TaNN3NPOBaHHYIO MHBEHTaPU3aLIMIO aKTUBOB, BbifB-
NATb KN6epyrpo3bl 1 OCYLLECTBAATb PearnpoBaHme Ha NHLMAEHTbI HEMOCPEACTBEHHO Ha KOHEUHbIX
YCTPOMCTBAX, a TaKKe aBTOMaTUUYECKM MPOBOANTL TEXHUUECKUI ayanT BCeX NonynsapHbiX Trnos OC

Ha COOTBETCTBME CTaHOapTaM NMHPOPMAaLIMOHHOW 6€30MacHOCTM!.
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OnepaTtunBHasa MHBEHTapU3aLlMsa aKTUBOB, TEXHUYECKUIA ayanT
COOTBETCTBUSA CTaHAapTam Vb

C60p CObbITUIN C KOHEUHBIX YCTPOUCTB A/19 HOpManun3aLmm
1 XpaHeHus

Mepenaya COBLITUM C KOHEUHbIX YCTPOWCTB A/151 BbIABNEHUS aHOMasMiA

MpenocTaBneHve CBeAEHUI 06 YH3BUMOCTAX C KOHEUHbIX YCTPOWNCTB

[onyyeHve MHANKaTOPOB KOMMPOMETAaLIMMN C KOHEUHbIX
yCTpOl;lCTB v oboralleHre OONONHUTENbHbIM KOHTEKCTOM

PearvpoBaHue 1 BbinonHeHne LEeNCTBMN Ha KOHEUHbIX yCTpOVICTBaX,
ornepaTtBHadA MHBEHTapU3aLla akTMBOB

YrpasneHue NoXHON MHGPaCcTPYKTYpon, COop AaHHbIX ANS aHann3a
OENCTBUI 3/10YMbILLNEHHMKa W LLIMGPOBast rMrneHa XoCcToB
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PacwupeHHasa nHseHTapu3auums ¢ R-Vision SOAR un R-Vision SGRC

R Vision Endpoint paclumpsieT MHBeHTapu3aLnMoHHbIe BO3MOXHOCTU TexHonorum R-Vision SOAR
n R-Vision SGRC, no3sonss:

«  MOyYaTb MHGOPMaLLMIO 06 3MeHeHUaX 10 1 OC 6e3 npuBMnernpoBaHHOro 4oCTyna

+ aBTOMaTUUeCcKM nepenaBaTb MHGOPMALLMIO 06 N3MEHEHMAX C KOHEUHbIX YCTPOWCTB Ha CepBep
B PeXunme peanbHOro BpemMeHu

*  PacWMpUTb CMEKTP MHBEHTaPU3NPYEMbIX aKTUBOB, OCYLLLECTB/AA MOUCK N MHBEHTapM3aLMio
YCTPOWCTB, HaxodALWMXCH B TOM uncne 3a npeaenamn NAT/VPN

C6op cobbiTvn ana R-Vision LM 1 R-Vision UEBA

Bce cobbiTa MHPOPMaLIMOHHOM 6e30MacHOCTH, MPUKIaaAHOro NPOorpamMMHOro obecrneyeHns, CobbITHA
CUCTEMbI 1 CBA3AHHAA C HUMU TEIeMeTpUs NepenaloTcA C KOHEUHbIX YCTPOMCTB B R-Vision LM ans
HopManuaauuu, aHannaa v xpaHeHua. CobbITuA, B X04e KOTOPbIX UCMOb30BaNUCh ONpeaeneHHbie
TEXHUKM U TaKTUKK 13 MaTpuLbl MITRE ATT&CK, noMeualoTcs cneLmarnbHbiMU Teramu Ans yCKopeHus
npoL.ecca paccnenoBaHus.

CBAzaHHble C NoBeAEHWEM CUCTEMbI M MONb30BaTENA B HEM CobbITUA, MepenatoTcsa B R-Vision UEBA ana
BbIiBNIEHNS HapyLweHun B cocTosgHun UT n B-cnctem. KomnoHeHT R Vision Endpoint ynpotaeT npouecc
NoslyuYeHWs COBbITUIM C XOCTOB MyTeM LIeHTPanM30BaHHOIO yrpaBieHus NonnTukon cbopa, B TOM uncne
Ha Linux-cucrtemax.

MpenocTtaBneHue ceeaeHnn o6 yassmmocTsax B R-Vision VM

NHpopmMaLums 06 ya3BMMOM NPOrpaMMHOM 0b6ecrneueHnn, cCobpaHHas C KOHEUHbIX YCTPOWCTB, nepenaeTcs
B R-Vision VM anqa ocyLecTsieHns NpuopuTM3aLiim ya3BuMOCTEN N KOHTPO/A NX YCTPaHEHUS.

MNepenava nHankaTopos KoMnpoMmeTaumm B R-Vision TIP

X3LW-CyMMbl BPEOOHOCHbIX GannoB, HaXOAAWMECH Ha KOHEUHbIX YCTPONCTBAX, CPaBHMBAIOTCH C 6a30M
MHOMKaATOPOB KoMMpomeTaLmm n3 R-Vision TIP, oboraliatloTca 4OMNOHNUTENbHbIM KOHTEKCTOM, CBA3aHHbIM
C 3TOV BPeOOHOCHOW CYLHOCTLIO, 1 NepenatoTcd B R-Vision SOAR ans ocyLecTBNEeHUA pearMpoBaHus.

OnepaTuBHOE pearMpoBaHue Ha MHLUMAEHTbI Ha xocTax ¢ R-Vision SOAR

R-Vision Endpoint ynpoluaeT npouecc pearvpoBaHue Ha MHLIMAEHTbI MPY MCMONb30BaHNUN COBMECTHO
¢ R-Vision SOAR, no3Bonsis BbINONHATb AENCTBUA Ha KOHEUHbIX YCTPONCTBaX BPYUHYIO 1 aBTOMaTUUECKMH:

« CeTeBas U30MAuUMs XoCTa + OTnpaBka GannoB BO BHELIHWE CUCTEMbI 718 MPOBEPKM
+ OCTaHOBKa npoLiecca + yaaneHve ¢annos

TexHuueckun ayamt UB c R-Vision SGRC

NHdopMaLLMA 0 HaCTPOVKE NapaMeTpoB 6e30MacHOCTU B OMepaLLMOHHbIX CUCTEMaX U MPUKNaaHOM
nNporpaMMHOM obecreueHn CoObUpaeTCsa C KOHEUHbIX YCTPONCTB B aBTOMaTUUECKOM pexnMe ans
NpoBeAEeHWA ayaAnTa COOTBETCTBUA CTaHOAapTaM MHGOpMaLLMOHHOM 6e3onacHocTu. R-Vision Endpoint
NOLAEPXMBAET NMPOBEPKM ANs 60MbWMHCTBA NonynspHbIx Tunos OC (Windows, Linux, Mac OS) 1 MO.

YnpasneHue noXHou nHdpacTpykTypon B R-Vision TDP

R-Vision Endpoint no3BonseT pa3MeLlaTtb NpUMaHKK, co3anaHHble B R-Vision TDP, areHTCK1uM crnocobom
HE3aBMCKMO OT TUMa OMNePaLIMOHHbBIX CUCTEM KOHEUHOIO YCTPOMCTBA. AreHTbl, yCTaHOB/IEHHbIE Ha
3allMLLAEMbIX YCTPONCTBAX, Aat0T BO3MOXHOCTb YNPOCTUTL MPOLLECC aaMUHUCTPUPOBAHMA NIOXHOM
NMHPPACTPYKTYPbI, MONyUaTh AaHHbIE ANF aHanM3a AeCTBUI 3M0YMbILLNIEHHMKA, a TakKe OCYLLeCTBNATb
npoLLecc LMPPOBOM MreHbl Ha KOHEUHbIX YCTPONCTBAX.
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O KOMMaHuu

R-Vision - pa3paboTunk cucTeM knbepbesonacHoOCTw.
KoMnaHwus ¢ 2011 roaa co3naeT TeXHOOrMKM, KOTOpble MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH13aUnaM No BCEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTb HadexHoe yrnpasneHne NHGOPMaLIMOHHOM
6e30MacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocy4apCTBEeHHbIX
opraHu3aumnax, HepTerasoBom OTPac/u, SHepreTuke, MeTanypruu,
MPOMBILIEHHOCTU U KOMMaHWAX APYruxX OTpacien.
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