R-Vision Threat
Deception Platform

NMMutTauma UT-nHPpacTpyKTypbl
Ana obHapyXeHua kmbepaTtak




R-Vision Threat Deception Platform (TDP) npeacTasnsieT co60 KOMMIEKC TEXHOMOT Ml LidPOBOM
UMUTaLLMKM 3neMeHTOoB UT-MHPaCTPYKTYypbl A5 paHHero obHapyxeHusa 1 npeaoTspalleHnsa KnbepaTak.
C nomolLbio Habopa nosylLlek 1 npuMaHok R-Vision TDP oeTekTupyeT NpucyTCTBME 3/10YMbILLIEHHMKA,
3aMedNFeT ero NPoABMKEHME BHYTPU CETU 1 JaeT BO3MOXHOCTb MB-cneunanncTaM OCTaHOBUTb

pasBuUTNE aTakn.
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O6HapyXuTb 1 3aMeaNnTb
Pa3BUTME CNOXHbIX aTak
(APT 1 0-day), He neTekTu-
pyeMbIX ApYyrMm
cpeacTsamu
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[penoTBpaTUTb HAMEPEHHYIO
NN CIYYaNHYIO YTEUKY KOHOU-
AeHunanbHbIX AaHHbIX Yepes
COTPYAOHWKOB OpraHu3aLmnm

BbiaB1Tb cabble MecTa B
NHOPACTPYKTYPE U 3aUUTUTb
BbICOKOKPUTUYHbIE aKTUBbI

PeweHue

---b

Co3naHue ceTu B3anMOCBA3aHHbIX APYr

C APYroM NoBYLLUEK 1 MPUMaHOK NO3BONAET
OEeTeKTUPOBAaTb 3/10yMbILLNIEHHWKa Ha 3Tarne
FOPU30HTasIbHOrO NepeMeLLeHns B UHGPacTpyK-
Type nocrne obxoaa vM TPaaNLMOHHBIX CPeaCTB
3aLUMTBI U CUCTEM OBHaPYXEeHUA

JloByLKku, aMynupytoLLme peanbHble NT-akTuBbl
OpraHu3aLmu, He yyacTBYIOT B paboumx npoLec-
cax, noboe B3anMOAENCTBME C HUMU ABMAETCA
WMHLUMOEHTOM 1 TpebyeT paccnenoBaHns

MpvMaHKK, BedyLMe B MOBYLIKW, aBTOMaTUUECKM
pa3mMeLLalTca B MHGPaACTPYKType, OTBNEKaoT
BHVYMaHWe 3/10yMbILLNEHHWKA OT LLeHHbIX akTVBOB
1 MO3BONSIOT aHaNM3MpoBaThb AENCTBUA aTaKyto-
LLLero B OTHOWEHUM MHGPACTPYKTYPbl KOHKPETHOWM
opraHu3auum

Mpn coBMecTHOM ncnonb3osaHuu ¢ R-Vision Endpoint nossonserT:

v Pa3mMelLlaTb MpUMaHKM Ha KOHEUHbIX YCTPONCTBaX areHTCKMM CNOCO6OM;

v TonyyaTb C XOCTOB paclUMpPEHHbIe AaHHbIe A1 aHan3a AeUCTBUI 3M10YMbILLNEHHWKa;

v OcylecTBsATb LMGPOBYIO M’MrMeHY KOHEUHbIX YCTPOWUCTB.
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KnioueBble aneMeHTbl R-Vision TDP

@ MNpuMaHkn NoBylKu

MHCI)OpMaLI.VIFI, npedcTtaB/idoland nHTepec JloxHble Y3/1bl CETU, MO3BONAOLLNE
AONA 3/10yMbllWIEeHHWKa, KOTOPpad npuBeaeT O6Hapy)Kl/ITb 3/10yMbIlTIEHHNKa N OTB/1E€Yb
€ro B /IOBYLLKY. €ro OT HaCTOALLMNX Y3/10B.
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LleHTpanM3oBaHHOe yrpaBneHMe CUCTEMON NOBYLLEK

R-Vision TDP aBTOMatnueckn pa3sopaunBaeT KOMMIEKC NOBYLLEK, IMYNMPYIOLLKX peasibHble
NT-aKTWBbI OpraH3aLunn, 1 No3BOAET YNPaBiATb MU U3 e AMHOro LeHTpa. C NOMOLLbIO FOTOBbIX
WabnoHOB NOBYLWEK MOXHO BbICTPO BOCCO3AaTb NOApasae/eHNs OpraHn3aLmm 1 BOCMPOU3BECTHU
cneumnduueckme cuctemsl. [na 6onbwen NpuBAeKaTeNbHOCTU U peanucTUUHOCTU 3MYNNPOBaH-
Hbl€ 3/1EMEHTbI MOBTOPSAIOT NMapaMeTPbl peanbHON CETU 1 OCOBEHHOCTH ee PYHKLIMOHMPOBAHKA.

ABTOMaTHueckas reHepauuna n pacCtaHOBKa NpnMMaHOK

[na npuBneyeHna BHUMaHNA 3/10YMbILLINEHHWKA Ha NTOBYLLKaX W MO Y3/1aM peanbHOoN
NHPPACTPYKTYPbl aBBTOMaTUUECKM PACCTaBNAOTCA MPUMaHKK, KOTOPbIE FEHEPUPYIOTCH

C cobntoAeHVeM XapaKTepHbIX A4 OpraHN3aLLnMmn NapaMeTpoB, TaknX Kak NoiMT1ka MMeHoBaHUA
YUETHbIX 3anuncen n pabounx ctaHuun, ncrnonbayemoe MO, sepcumn OC n apyrume.

O6Hapy)XxeHue 3M10yMbllWNeHHUKa U pearmpoBaHue

R-Vision TDP geTekTupyeT cobbITUA NMpu B3aNMOLENCTBUN C NIOBYLLKaMK, OCYLLECTBAAET UX
06paboTKy M HampaBAseT OrnoBeLLeHne 06 0bHapyeHun NB-cneunanucTy. OTK COBbITUA MOXHO
nepenatb B SIEM-cucTeMbl nm B aHanMTUUECKYo Ni1atdopMy An8 0BHapyXeHWsa yrpo3 1 aHoMa-
nun R-Vision UEBA, uTo mo3sonunT cobpaTth BCIO MHOOPMALIMIO MO B3aMMOLENCTBUIO C NTOBYLLIKaMU
1 NPeaoCcTaBUTb HEOBXOAMMbIV KOHTEKCT aHannTuky SOC. MonyyeHHble MHLUMAEHTBI MOXHO
Takxe nepenatb B cuctembl IRP/SOAR, B ToM uncne B R-Vision SOAR, 1 aBToMaTn3nposaTb
NpOLLeCcC pearnpoBaHMaA 3a CUET npeayCcTaHOB/IEHHbIX CLIEHapUeB.

C6op AaHHbIX M aTPMBYTOB aTaKyloLLero

B npoLecce aHann3a oencTeumn 3n10yMbineHHrka R-Vision TDP cobupaeT aTtpubyTbl U MHAWKATO-
Pbl KOMMPOMETALIMM, KOTOPbIE MOTYT BbITb NepPeaaHbl B CUCTEMbI YpaBneHUsa AaHHbIMK Knbep-
pa3Benku (Threat Intelligence), B Tom uncne B R-Vision TIP. TI-nnatdopMa No3BomT o6oraTuThb
3TW AaHHble, BbIABUTb B3aMMOCBA3M C APYrMMM AOCTYMHbIMU AaHHBIMK T1, HACTPOUTb aBTOMATU-
UECKMN MOHUTOPUHT B COBLITUAX SIEM, a Takxe 3KCnopTUPOBaTb MHAMKATOPbLI KOMMpOMEeTaLMm
Ha CpeaCTBa 3allMThl A9 6/IOKMPOBKM.
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O KOMMaHum

R-Vision - pa3paboTunk cuctemM knbepbe3onacHOCTU.
KomMnaHwus ¢ 2011 rona co3naeT TeXHOSOr MK, KOTOPbIe MOMOratoT
BU3Hecy 1 rocyaapCcTBEeHHbIM OpraH13aLnaM No BCeEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTtb HaaexHoe yrnpasneHne nHGOPMaLIMOHHOM
6e30MnacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEHHbIX
opraHuM3auuax, HepTerasoBom OTpPac/Au, SHePreTuke, MeTannypruu,
MPOMBILLIEHHOCTU 1 KOMMaHUAX APYruX oTpacnem.
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