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R-Vision IRP - oanH 13 knrueBbliX
anemMeHToB cepBuca Jet CSIRT

«NHPocucTeMbl [xxeT» — oaHa
13 KpynHenwmx NT-koMnaHum

B Poccun. C 1991 rona pabotaet
Ha PbIHKE CUCTEMHOW UHTE-
rpaumu, peannays C/oXHble
MPOEKTbI B MacLuTabax Bcen
CTpaHbl. LLtaT — 6onee 1800
COTPYOHMKOB.

LleHTp MoHWTOpUHra 1 pearu-
pPOBaHWA Ha MHLIMAOEHThI Vb Jet
CSIRT npenocTtaBnseT ycnyru
TPaAMLIMOHHOIrO KOMMEpYec-
koro SOC (Security Operation
Center) no MOHWUTOPUWHIY 1 Ae-
TEKTUPOBAHWIO NHLMAEHTOB VB,
a TaKXe 3KCnepTHblE CePBUCHI
pearMpoBaHua Ha MHLIMAOEHTHI
Wb, skcnnyaTtauun cpeacTs
3alUNTLI MHPOPMALLK, TECTU-
POBaHUA Ha NPOHNKHOBEHNE

n apyrue.

Kaxabin kommepuecknn SOC n MSSP-nposaviaep BbicTpaun-
BaeT CBOV BHYTPEHHME MPOLLECChI TakM 0BPa30M, UTOObI
obecrneunBaTb HEOBXOANMBIV YPOBEHb KauecTBa 06paboTKM
NHLUMOEHTOB 3aKa3uMKoB, NpeayCMOTPETb BO3MOXHOCTH

Mo MaclwTabupOoBaHWIO, MpeanaraTb HOBble BOCTPEOOBaHHbIE
CepBUChI, ONTUMU3NPYA MPU 3TOM COBCTBEHHbIE 3aTPaTh!

Ha TEXHWYECKME CpeacTBa 1 PECYpPChl CBOMX CMeLnanncToB.
OOMH N3 KIOUEBBIX MOMEHTOB — 3TO BbIOOP MN1aTGOPMBI,

C MOMOLLBIO KOTOPOW ByOeT aBTOMaTU3NPOBaH BECb MPOLLECC
Nno 06paboTKe NHLIMOEHTOB 3aKa3umKOB.

Mouemy R-Vision IRP?

Neped LLEHTPOM MOHUTOPWHIa U pearnpoBaHnd Ha UHLIMAEH-
Tbl VIB Jet CSIRT koMnaHun «MHPocncTeMsl [hkeT» cTosNa
3agada no BoIbopy pellerHnd knacca SOAR anda asBToMaTu-
3aLMM BHYTPEHHMX NMPOLLECCOB M0 06paboTke MHLIMAEHTOB.
Moy 0TEOPE M CPaBHEHUM PELLEHNIA YUNTbIBASTIOCb MHOXECTBO
KpuTepues, onpeaensiowmmm el cneayolme:

v Hannuve Habopa QyHKLMN AN pean3aLmm CEpBUCHOM
MOZenu, MO3BONAIOLLMX MOCTaBUTL MPOLLECCH Incident
Response Ha KoHBewep

KauecTBo 1 CcTabuibHaa paboTa peLleHud

MUHUMM3aLUMA COBCTBEHHBIX PECYPCOB Ha MOAAEPKKY
peLleHns

v 3penas KoMaHOa pa3paboTky, onepaTnBHas TEXMNOA-
OepXKa, BOBMOXHOCTb TECHOIO COTPYOHNUECTBA
B MpoLLecce aganTaumm pewenud noa 3agaun Jet CSIRT
1 BO3MOXHbIX 40paboToK
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KapTouka npoekTa

E 3aka3uuk

NHpocucTembl [xeT

@ 3apaun

ABTOMaTU3aLNA
BHYTPEHHMX NPOLLECCOB
rno o6paboTke MHLIMOEHTOB
3aKa3unKoB

BbiCTpavBaHve 3KCMepTHbIX
CEpBVCOB MO YrpaBieHuio
MHUMOEHTaMU

¥ pearnpoBaHuio

@ PeweHwne

[NnaTdopMa pearnmpoBaHung
Ha nHUMOeHTbl R-Vision IRP

ﬂ{l Pe3ynbTaThl

EOnHbIA yOO6HBIN
MHCTPYMEHT Ona 06paboTku
NHUMOEHTOB M3 /T106bIX
SIEM 3aka3umnka c eanHom
CUCTEMOM OTUETHOCTM

[oBblLLEHNE CKOPOCTU
06paboTKM NHLIMOEHTOB
B 3 pa3a

oBbileHWe 3ddEKTUBHOCTHU
1- NnHWK B 4 pa3a

KoHTpornb SLA, nonHoTa
CTaTUCTUKM

KomaHaa Jet CSIRT otobpana 6 pelweHun knacca IRP/SOAR
AN NEPBUYHOIO CPaBHEHWA, 4 13 HUX Bbl MPOTECTUPOBAHbI
B XOLl€ MNMOTHbBIX MPOEKTOB. [0 pe3ybTaTaM CpaBHUTE b-
HOIro aHann3a 1 TeCTMPOBaHWA BLIGOP Bbln CAENaH B MONb3Y
nnatdopmbl R-Vision IRP.

[NepBoe Bpemd koMaHaa Jet CSIRT ocyLwecTsnsana niaHmMpo-
BaHWe 1 NPOEKTUPOBaHNE CBOMX BHYTPEHHMX MPOLLEeCCOB,
GOPMMPOBaHME NOrMKKM 06PabOTKM MHLMOEHTOB U CLIEHaPVEB
pearmpoBaH1a B COOTBETCTBUN C MPUHATLIML PErnaMeHTamu
LileHTpa. apannenbHO OCYLWeCTBNANOCh TECTUPOBaHME

N HacTpowka IRP-cncTemMbl, anpobrpoBaHne B HEM 3TUX
MPOLIECCOB.

OcHoBHas TEXHWUUECKaa peann3aLma, B Xo4e KOTopow bbia

npoBeaeHa onpeaeneHHasa 0opaboTka BO3MOXHOCTEN MPO-
AyKTa noa 3agauvt MSSP, HacTpoeHbl HEOOXOANMbIE OTUETHI

1 METPUVKK, MHTErpauum C ApYrmMm peeHnamMu, 3aHana Tpm
Mecsdua. B a1oT nepuoa koMaHabl R-Vision 1 Jet CSIRT Haxo-
OVNUCb B OUEHb TECHOM B3aMMOAENCTBUN, UTO MO3BONMO

B CXKaTble CPOKM PelnTb BCE TEXHUUECKME BOMPOCHI.

B vtore Jet CSIRT aBTOMaTV31pOBas 1 MOCTaBW Ha KOHBEWEP
C nomoubio nnatdopmbl R-Vision IRP npouecc no o6paboT-

Ke 1 pearvpoBaHmiO Ha MHLUMAEHTLl 3aKa3UnKOB. BeCb LMK/

MO BHEOPEHMIO PELLEHVA C YUETOM MNEPECTPONKM BHY TPEHHNX
npoLieccos Jet CSIRT 3aHaAM 0KONO 9 MecALEeB.

BHYTPEHHARA KyXHS

B Jet CSIRT MOHNTOPWHI MHLIMAEHTOB OCYLLECTBNAOT 3 NINHAM
AHaNUTUKOB B pexxunmMe 24/7. OTaeNbHO BblAENeHbl rpyrnna
pearmpoBaH1a 1 rpynna aKkCrlyaTaumnm, a Takxke aKCrnepTh

no ¢opeH3unke, threat hunting 1 apyrre tonee yskme cneum-
anucTel. Bea komaHada Jet CSIRT paboTaeT B paMkax eanHoro
KOMIIEKCHOIrO BOPKD/O0Y, KOTOPLIM pPernaMeHTpyeT NnpoLLecc
06paboTKN MHLMAEHTa 1 NOAKNIOUEHNE CreLmnanncToB

Ha KayaoM aTane.
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Anekcen MAJIbHEB,
pykoBoauTeNb LieHTpa
MOHWTOPWHIa ¥ pearnpoBaHus

Ha nHUMOeHT VB Jet CSIRT
KoMraHnm «/HpocucTembl [xeT»:

MNMnatdopma R-Vision

IRP — 3TO 0OOWH N3
K/OUEBbIX 3/IEMEHTOB
Bcero cepsuca Jet CSIRT.
OHa npeobpa3oBbiBaeT
MHLUWOEHTbI B €ANHbIN
dopmaT n oborawaet

MX AOMNOSTHUTEbHbIMU
cBedeHUsAMN Ha 3Tane
obpaboTku. B utore

Mbl NOJTYUNNU

KOHBEnep, Ha KOTOPOM
obpabaTbiBaeM B 0AHOM
UHTepdence MHLNAEHTbI
13 pa3Hbix SIEM ot
pa3HbIX 3aKa34YMNKOB.

Mbl UCKann KauecTBEHHOe
M cTabunbHoOEe peLieHue,
yaoenanu 6onbuioe
BHMMaHWe 3penocTu
KOMaHAabl pa3paboTumKoB,
n R-Vision IRP
yaoosreTsopuia HawnM
K/toUEeBbIM TPE6OBaAHMAM.

OTOT BOPKD/I0Y aBTOMATU3MPOBAH C MOMOLLBIO M1aTdOPMbl
R-Vision IRP 1 npeobpasyeTcs B 140 cLieHapves pearvposa-
HA (MK NO-OpyroMy NNenbykos). Kaxabii naenbyk mocTpo-
€H Noa ONpPeaeneHHbI CLLIeHapW BbIABNEHNS YTPO3, KOTOPbIX
B Jet CSIRT npumeHsaeTca 6onee 100. [Npn BbIABNEHUM HOBOIO
NHUMOEHTa cpeacTBamMmn MOHUTOPWHIa B R-Vision IRP Bk/oua-
eTcA NpeayCMOTPEHHbBIN CLeHapuii pearnpoBaHng, B KOTO-
POM UETKO NPOornMcaH anropuT™ AeNCTBUIN Ha Kaxa0oM 3Tare
06paboTku. Onepaunm no coopy NepBnUHbLIX AaHHbIX 1 000-
raleHuIo MHUMOEHTa, YBEOOMAEHWIO U PAL TEXHUUECKMX Mep
pearmpoBaHna OCYLLECTBNAIOTCA aBTOMaTUUECKM C MOMOLLbIO
nmetomxca B R-Vision IRP MHCTpYMEHTOB 1 MHTerpaLmm

c ncnonsb3yembiMu B Jet CSIRT cpeacTsamm 3aLLnTbl MHGOP-
MaLnK, cepBrUCaMu 1 peLleHnsaMm, No3BONAA SKOHOMUTL Bpe-
M#A CMELMannCTOB Ha BbIMOMIHEHWI DYUHbBIX OMNepaLLmn.

B Jet CSIRT ncnosnb3yeTca 2 Moaeny noak/IoueHrs 3akas-
unKoB. [NepBbit BapuraHT npeanonaraeT NoAKNoYeHne
3aKa3unka K 0bnauHbIM cpeacTsam 3alwmnTel 1 SIEM, npeno-
CcTaBnsaemMbiM «VHdocucTems xeT» no noanuncke. Moaens
on-premise npeanonaraeT OCyLLEeCTBEHE MOHUTOPKUHIa

N pearnpoBaHUA Ha MHLUMAEHTHl Ha 6a3e SIEM 1 cpeacts
3allNMThI, Pa3BEPHYTLIX B MHQPACTPYKTYpe 3akasdunka, a 370
MOXET BblTb COBEPLUEHHO pa3Hbii Habop NPOoAYKTOB. R-Vision
IRP nHTerpmnpoBaHa co BceMu Tunamm SIEM, ¢ kKoTopbiMK
paboTtaeT Jet CSIRT, 1 BbICTYMaeT CBOEro poaa MHTErPaLLMOH-
How nnaTdopmMon, obecrneurBad 06paboTKy BCEX NHLMAEHTOB
3aKa3uMKOB Mo 0BenM CxemMaM B3aMMOLENCTBIA.

[MpoeKT B Lundppax

9 MecdLeB

CPOK BHEOpEeHNA

20 iy

BPEMS pPeakLLmmn Ha BbICOKO-

peLeHns KPUTUUHBIA UHLMOEHT
1 [l- O nnenbykos B 3 pa3a
aBTOMaTU3NPYIOT yBeNMunnack CKOpoCTb
BOpPKd/I0Y peaKkuMn Ha MHUMAEHT
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Pe3ynbTaT

B pesynbTaTe npoekTa koMaHaa Jet CSIRT peanu-
30Bana aGdEKTUBHO BEICTPOEHHbIN MPOLLECC MOo-
TOKOBOW 06pabOoTKN NHLIMAEHTOB, YUUTbIBAKOLWMNA
MHOMBKAOYaNbHYIO MPOLIECCHYIO MOAENb U 3KC-
nepTnay «/IHpocncTembl [heT» No AeTeKT1poBa-
HWIO, MOHUTOPVIHIY U pearnpoBaHunio. bnaronapa
aBTOMAaTU3aLMN BHYTPEHHMX MPOLIECCOB Ha ba3ze
nnatdopmbl R-Vision IRP npoLiecc 06paboTku
MHUMOEHTOB CYLLECTBEHHO YCKOPW/ICA — MO OLLEH-
ke Jet CSIRT, ckopoCTb yBenmumnach B 3 pasa.
OPOEKTUBHOCTL PaboThl 1-1 IMHWK MOBLICUMIACH

B 4 pa3a 3a cueT NpUMEeHEeHNa aBToMaTU3nPOBaH-
HOro MoAxoAda K Cbopy AaHHbIX, MPUOPUTU3aLLN

Y MapLIPYTU3aLMM MHUMOEHTOB: Ha 1-1 TMHWN
MOHUTOPWHIa OCYLLECTBNASTCA IKCMPecc-
OLLEeHKa KPUTUUHOCTU U CNOXHOCTU UHLIMAEHTS,
6a30Bana aHanNMTKKa, COop AaHHbIX 1 oboralleHue,
v Nanee NHUMOEeHT nepeaaeTca Ha Cneayiownm
aTan 0bpaboTKw.

ObpaboTka MHLMOEHTOB 13 pa3HbiX SIEM oT pas-
HbIX 3aKa3umMKOB OCYLLECTBIAETCA B OAHOM NHTEP-
dence C eanHoM CUCTEMOM OTUETHOCTU. R-Vision
IRP koHTpOoNMpyeT SLA Ha kaaom 3Tare, no3s0-
nasa Jet CSIRT ueTko cobnoaaTs CTporne obasa-
TeNbCTBa Nnepen 3akasumnkamm: Ana BbICOKO-KpH-
TUUHBIX MHLIMAEHTOB BpeMsa peakLny Ha MHLMOEHT
COCTaBNAET 25 MUHYT, 45 MUHYT NPeayCcMOTPEHO
Ha 6a30BbIN aHaNM3 M MHOOPMMPOBAHNE 3aKa3um-
Ka, 60 MMHYT - Ha TEXHNUECKOE pearpoBaHue.

Vicnonb3oBaHme IRPASOAR oT R-Vision Takxe
nossonseT Jet CSIRT okasbiBaTb 3aKa3uMKamy
HaBOoP OOMONMHNTENBHBIX 3KCMEPTHLIX CEPBMCOB
MO MOHUTOPWHIY W pearnpoBaHMio Ha UHLLMOEHTbI
B. B oToensHbIn cepBuc bobina BoloeneHa ycyra
MO YNpPaBeHUO KNB6epUHLLMAEHTaMM Mo MOLENU
MSSP, T.e. y 3akazumka noaBmiIacb BO3MOXHOCTb
MCMOMb30BaTb TEXHOMOrMK R-Vision Mo noanuncke.

R-Vision

KomMnaHwus R-Vision - pa3paboTtunk cnucteM knbepbesonacHocTu. C 2011 roga R-Vision co3naeT peLeHus
1 CEPBUCHI, KOTOPbIE MOMOralT BU3HECY 1 FOCYAAPCTBEHHbLIM OPraHM3aLLMAM No BCEMY MUPY YBEPEHHO
NPOTUBOCTOATL aKTyaslbHbIM KMBepyrpo3am 1 obecneumsaTtb HaAEXHOE yrpaBneHne nHGOopPMaLIMOHHOM
6e30macHOCTbIO. TexHonorum R-Vision ncnonb3yoTcd B 6aHKax, FOCy0apCTBEHHbIX CTPYKTYPaX,
HedpTera3zoBom OTPac/n, SHEPreTUKe, MeTan1ypruu, MPOMBbILLIEHHOCTU U KOMNaHUAX APYrux oTpacneu.
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