R-Vision Threat
Intelligence Platform

[NlnaTdpopMa aHann3a
MHopMauuun 06 yrposax




R-Vision Threat Intelligence Platform npeacraenaeT cobom crneumnannanpoBaHHyto nnatdopmy aHanm3a
MHPopMaLLMK 06 yrpo3ax. [NpoayKT obecrneunsaeT aBTOMaTUUECKMI C60p, HOpManM3aLmio 1 oboratleHue
MHOMKATOPOB KOMMPOMETaLLMK, nepenavy 06paboTaHHbIX AaHHbIX HAaNPAMYIO Ha BHYTPEHHWE CpeacTBa
3aLUUThI, @ TaKXe MOUCK 1 OBHapYXXEeHWe NHONKATOPOB BO BHYTPEHHEN MHPPACTPYKTYype OpraHu3aumnm

C NMOMOLLbIO CEHCOPOB.
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MpenMyuLecTBa CUCTEMBI

® YnpouwaetT paboTy Cc AaHHbIMK T, OCYLLECTBNAA HEMPEPLIBHLINM COOP, HOPManM3aLmio, oboralieHne
N XpaHeHWe AaHHbIX N3 Pa3NUHbBIX NCTOUYHMKOB B eauHom 6ase.

® Ob6neryaet BbiIBNIEHNE CKPLITLIX YrPO3, 06ecrneunBan aBTOMaTUUECKUA MOHUTOPUHI peneBaHTHbIX
NMHAMKaTOPOB B SIEM € MOMOLLLbIO CEHCOPOB.

® YCcKOpSieT paccrienoBaHue 3a cueT BbICTPOro rnomcka MHGOPMaLMY B AOCTYMHbIX MCTOUHMKaX
1 aBTOMaTU3aLMM K/TIOUEBbLIX Paboumx MpoLLECCOB.

® [lo3BondeT BOBpeMs 6/10KMPOBaTh Yrpo3bl U MUHMMU3MPOBATL BO3MOXHbIN yLwep6, 6rnaronaps
ABTOMaTUUECKOW BbIrPy3Ke 06paboTaHHbIX AaHHbIX HanpsaMyto Ha C3W.

®  CHWKaeT KOMUYECTBO /IOXHbIX CpabaTbiBaHWM 38 CUET PaHXMPOBaHWA MHONMKATOPOB KOMMPOMETaLLMM
NOCPeaCTBOM CKOPUHIOBOWM MOAESN.

® OnepaTtnBHO COBUPaET MHAMKATOPbI KOMMPOMETAaLIMM NPK TEPPUTOPUaIbHO-PacnpeneneHHon MHGpPacTpyK-
TYpe 3a CUET YCTaHOBKM CEHCOPOB NHTErpaLmm ¢ SIEM-cructemamm 65mke K moToKaM AaHHbIX.

Ceopgka
B kapTouKe nHanKaTopa

COXpaHsaeTcs BCA AOCTynHas
MHpopMaLmA|:

T1 Phishing URL Data Feed

AKTUBHbBIA

106.12.178.83
o 4 O v UCXOAHble AaHHble,
npenocTtaBnAeMble

WHavkaTop KoMnpoMeTtayun o
cpeaHuu MOCTaBLLMKOM Tl

16:04:45 28 anpens 2022
16:49:19 28 anpens 2022 cBedeHund, nosnyyeHHbole
B pe3y/nbTate oboralleHus

OTUEThI, BpeaoHocHoe [0,
YyA3BUMOCTH, Apyrue
CBfA3aHHblE MHAONKATOP.I

Bsaumocsssu

NCTOPUSA OBHAPYKEHUN
1 0BHOBNEHUN

06beKT HabnaeHUA bgznagh.cn T1 Phishing URL Data Feed domain

06beKT HabnloneHNA dckpehn.cn Tl Phishing URL Data Feed domain




45
£

4)

—=

IpyEpyipy|

(%)
EIEIE

OcCHoOBHble (I)yHKLIMOHaﬂbeIe BO3MOXXHOCTHU

C6op aaHHbIX Threat Intelligence

R-Vision Threat Intelligence Platform arperupyeT AaHHble 06 yrpo3ax 13 pasnnuHbiX MICTOUHMKOB
B aBTOMaTUUECKOM pexunme. Cuctema obnanaeT BCTPOEHHOM MHTErpaLmen C niollankammv obMeHa
AaHHbIMM 06 Yrpo3ax 1 cepBUCaMu:

« R-Vision Threat Feed + Group-IB Threat Intelligence - Shadowserver

+ IBM X-Force Exchange - Kaspersky Threat Intelligence « ACOW ®UHLIEPT

« AT&T Alien Labs Open Threat « RST Threat Feed «  OTKpbITblE UCTOUHNKM
Exchange (OTX) - ESET Threat Intelligence « BoamMoxHo moaknoueHne

OPYrnxX NCTOUHMKOB

O6pa6boTka n oboraweHue

B npoLiecce 06paboTki MHAMKATOPbl HOPMaNU3yTCA U MPUBOAATCA K €AMHOW MOAE N NpeacTaBNeHus,
Ay6nmpytoLLmnecs MHANKaTOPbl CBA3bIBAIOTCA M 06beANHAITCA. KaxaoMY MHAUKATOPY KOMMpoMeTaL.uu
npUcBanBaeTCA PENTUHT U ONpeaensaloTCA NONUTUKKN yCTapeBaHUA HAWKaToOpPOoB. R-Vision TIP
Mo3BO/IAET 06oralaTth MHANKATOPLI KOMMPOMETALMM AOMO/IHUTEIbHBIM KOHTEKCTOM, KOTOPbIN OTCYT-
CTBYET B UCXOOHbIX AaHHbIX OT MOCTaBLLMKa. [loaaepxnBaemMble CepBUChHl OboralleHus:

- VirusTotal - Whois + Ipgeolocation.io + MaxMind « Opyrune
+ ThreatCrowd - RisklQ + OPSWAT Metadefender + Shodan

AHanus B3anMocBs3en

AHanu3 B3aMMocBA3en noMoraeT Vib-cneumanncTy npaBuibHO MHTEPNPETUPOBaTL AaHHbIE U CHOPMU-
pOBaTb LLeNOCTHYI0 KapTUHY yrpo3bl. R-Vision TIP cobupaeT MMeIoLLYIOCA Y MOCTaBLLWKa MHOOPMAaLLMIO
06 nHOMKaTope 1 CBA3aHHbIE C HUM:

« BpenoHocHoe N0 « OTueTnl + YA3BMMOCTU + WHOW KOHTeKCT

SkcnopTt Ha C3U

MNpenBapuTenbHas 06paboTka NOMOraeT CHU3UTb KOTMUECTBO NTOXHbLIX CpabaTbiBaHWW, KOTOPbIE YaCcTo
BO3HMKAIOT MPU UCMO/b30BaHUM CbIPbIX AaHHbIX. ObpaboTaHHbIE AaHHbIE aBTOMaTUUYECKM nepeaarTcs
Ha UMeloLLLneca BHyTpeHHWe cpeacTBa 3aLlmTbl MHGOPMaLIUM:

. Cisco . Check Point . UserGate
+ Palo Alto Networks « McAfee « [Opyrue C31

[ononHUTENBbHO ECTb BO3MOMXHOCTL O6MeHa AaHHbIMU C MOMOLLbIO PACTPOCTPaHEHHbIX GOpPMaTOoB:
STIX 2.1, CSV, JSON.

MNownck u o6HapyxeHue B UT-uHPpacTpykType

R-Vision TIP o6ecrneuvBaeT peTpOCNEeKTUBHbIV 1 MPOaKTUBHbIM MOUCK peieBaHTHbIX MHOMKaATOPOB
B CO6bITMAX SIEM C MOMOLLBIO CEHCOPOB U PACChINAET OMOBELLEHNA B Criydae ObHapyXeHus.

ABTOMaTM3auusa cueHapues

MnaTdopMa No3BONAET HACTPOUTD BbINOMHEHNE PErYNSIPHO NOBTOPSIOWMXCSA ONepaLuni C MHAMKATO-
pamu1 KOMMpoOMeTaLMK B aBTOMaTUUECKOM pexunmMe. 3aaaB NoCNeaoBaTeIbHOCTb MpaBua 06paboTkuy,
MOMHO MONHOCTbIO aBTOMATU3MPOBaTh OrnpeaeneHHbI CLeHapuii paboTbl C HAGOPOM AaHHbIX:

OT VX NoNyJYeHus A0 6/I0KMPOBKMN CPeaCcTBaMM 3aLUNTHI.

dopmMupoBaHue 6ionneTeHen

Y006HbI KOHCTPYKTOP BtonineTeHen noMoraeT chopMmnpoBaTh MHGOPMaLMOHHbIE MaTepuarsbl
Mo yrpo3aM u ysa3BUMOCTAM, Pa30C/aTb BI0/11eTEHN MO AOUEPHMNM OPraHN3aLMAM, a TakKe aKCMopTH-
pOBaTb Ha BHELWHME CUCTEMbI C MOMOLLLIO API.



O KoMNaHuu

R-Vision - pa3paboTunk cucteM knbepbe3onacHOCTH.

KoMnaHusa ¢ 2011 roga co3gaeT NpOoayKTbl M CEPBUCHI, KOTOPbLIE
noMoratT BU3HeCy 1 rocyNapCTBEHHbBIM OpraHU3aLmaM Mo BCEMY
MUPY YBEPEHHO NPOTMBOCTOATL aKTyallbHbIM KMbepyrpo3am u
obecrneunBaTb HadexHoe yrpasneHue NHOOPMaLIMOHHOM
6€30MacHOCTbIO.

TexHonornun R-Vision ncnonb3yoTca B 6aHKax, rocyaapCTBEHHbIX
opraHu3aumax, HepTerasoBon OTPac/Av, SHEPreTUKe, MeTalypruu,
MPOMBILLNIEHHOCTM U KOMMNAaHWAX OPYruX OTpacien.
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